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EXECUTIVE SUMMARY

Regulation is the barrier — and the opportunity

In an era of rapid digital transformation, audit and risk assurance professionals are grappling with escalating
regulatory demands and the transformative potential of Large Language Models (LLMs). Risk-averse regulators such
as Australias ASIC and OAIC impose stringent requirements for traceability, audit trails, data sovereignty and clear
responsibility allocation (RACI), creating significant barriers to LLM adoption. Firms relying on open platforms often
struggle with opaque controls, change management and data handling, exposing them to penalties and compliance

failures.

Drawing from insights in ASIC's Report 798 on Al in financial services and the OAIC's 2024 Al privacy guidelines, this
whitepaper examines the regulatory pitfalls of LLM integration in audit processes, supported by key 2025 statistics. It
positions AuditCopilot — HLBNGA's dedicated, hosted LLM solution — as a game-changer that delivers compliant,
traceable Al-driven insights, slashing audit preparation time from weeks to hours while ensuring full regulatory

alignment.

With built-in audit trails, data sovereignty in hosted environments, and RACI frameworks, AuditCopilot empowers
audit teams to navigate high-stakes reviews confidently — from real-time risk assessments for mid-tier firms to

comprehensive compliance mapping for large enterprises, across low-, medium- and high-risk scenarios.

THE AUDIT REVOLUTION

A $5 million lesson in traceability

Imagine an audit firm facing a surprise ASIC review, only to discover that LLM-generated risk assessments
lack traceable logs — resulting in a $5 million penalty and operational shutdown. This scenario, inspired by
real-world compliance failures, highlights the critical need for regulated LLM adoption. As NIST's Al Risk

Management Framework emphasises governance and traceability, platforms like AuditCopilot are vital for

resilient audit practices.

According to Deloitte’s 2025 Al trends report, nearly 60% of Al leaders cite risk and compliance concerns —
data privacy, transparency and regulatory alignment — as primary barriers to adopting advanced Al in audit

and assurance functions.



KEY STATISTICS AT A GLANCE

Adoption is accelerating — so is the pressure

80% by 2026 78% already use Al

Internal audit Al adoption is set to double (Wolters Kluwer Organisations applying Al in at least one function

survey). (Netguru).

53% report benefits 46.85% in GRC

Professionals seeing at least one measurable Al benefit View Al as both opportunity and challenge (MetricStream).

(Thomson Reuters).

35% productivity lift 49-53% tech-driven

Measured increase after Al adoption (Karbon report). Firms increasing technology-driven solutions (Deloitte).

THE CHALLENGE

Traditional LLM adoption, hindered

Conventional LLM adoption in audit and risk assurance is hindered by regulatory misalignment and operational
inefficiencies. Industry benchmarks show manual compliance checks can take 2-3 weeks per audit cycle, far
outpacing business needs. A significant 90% of surveyed professionals note rising regulatory pressures, with high

costs (42%) and demands for quick decisions as top concerns — issues that result in failed audits, fines and eroded
trust.

¢ Inconsistent data and limited time for thorough reviews.
¢ Opaque controls and change management on open Al platforms.
¢ Data handling that conflicts with sovereignty requirements.

& No traceable logs to evidence decisions to a regulator.

An OAIC report on Al notes that inadequate governance exacerbates privacy risks, leading to undetected compliance

breaches.
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INSIDE THE SOLUTION

How AuditCopilot works: Al at the core

AuditCopilot uses hosted LLMs to process audit data securely. Users input parameters; Al generates reports with
transparent scoring — for example, risk likelihood via NIST-aligned factors. Audit trails log every step, while data
remains sovereign in hosted environments. Enhanced for 2025 trends, it includes agentic capabilities for multi-step

risk assessments and built-in bias mitigation tools.

01 02

Input Analyse

Audit teams define scope, parameters and risk factors Hosted LLMs process audit data securely with

for the engagement. transparent, NIST-aligned scoring.

03 04

Trace Report

Every step is logged to an immutable audit trail, ready Compliant, traceable Al-driven reports in hours, with
for regulatory review. RACI responsibility mapping.

EMERGING TRENDS

A forward-looking discipline

Based on 2025 industry insights from McKinsey, Clifford Chance, the llA, ISACA and the AAIA, the trends shaping
audit Al — agentic workflows, governance-first adoption and transparency requirements — align directly with the

theme of this whitepaper: overcoming regulatory hurdles in LLM adoption with platforms built for traceability.
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CASE STUDY

A $25,000 PCAOB fine for documentation failures

Goldman & Company CPAs, P.C., a New York-based audit firm specialising in broker-dealer and financial services
audits, faced intensified regulatory scrutiny in 2025 as audit Al adoption accelerated. On July 11, 2025, the PCAOB
imposed a $25,000 fine for violating AS 1215 (Audit Documentation), highlighting traceability gaps at the heart of
this whitepaper.

The Challenge The
In its 2022 audit of an SEC-registered broker-dealer, Conseq uences

the firm failed to assemble complete audit

workpapers within the mandated 45-day deadline A $25,000 civil money penalty, formal censure,

— then revised 28 workpapers and added four more and mandatory policy enhancements including
after the PCAOB's inspection notification, without annual compliance certifications — with the PCAOB
adequate justification. Chair noting such failures “undermine trust in the

audit profession”

LESSONS LEARNED

The case underscores the challenge of Al adoption in audit: without clear governance and traceable processes,
compliance risk compounds. Robust oversight and structured frameworks are essential so that evolving technology
enhances — rather than hinders — regulatory compliance. AuditCopilot's immutable audit trails and RACI frameworks

are designed precisely for this gap.
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Discover how we empower firms to
streamline audit compliance.

VISIT US GET IN TOUCH
www.hlbnga.com.au info@hlbnga.com.au
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